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***
START OF CHANGE ***
4.3.7.X    Detecting and handling of JSON object containing syntax error
Requirement Name: Detecting and handling of JSON object containing syntax error
Requirement Reference: TBA

Requirement Description: When a JSON object containing syntax error is forwarded over service based interface, the network product shall be able to detect and discard the JSON object.
Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_DISCARD_SYNTAX_ERROR_JSON Object
Purpose: Verify that the network product under test discards any JSON object containing syntax error. 

Procedure and execution steps:

Pre-Condition: 
-
The test environment can have a simulated or real network function at one end connected with the network product under test.

-
The tester should have access to the service based interface between the network function and the network product under test.
Execution Steps: 
1.
The network product under test is connected to the test equipment capable of communicating JSON objects.
2.
The tester injects a JSON object containing syntax error in the signalling message to be sent from the testing equpment.
NOTE 1:
Syntax of JSON object is defined in API message definition in stage 3 specifications for specific network elements. Any deviation of syntax from these defined API message is considered as syntax error.
Editor's Note:
addition of references for the stage 3 specs is FFS.
NOTE 2:
The test may be performed without integrity protection turned on.
3.
The tester shall capture the response message sent by the network product under test (includes the message ID) to the testing equipment.
Expected Results:

· The network product under test considers the received message as syntax error and drops it. 
· The network product under test sends INVALID_MSG_FORMAT as 400 Bad Request to the originating testing equipment.

Expected format of evidence:

Evidence suitable for the interface, e.g. in the form of screenshot/screen-capture.
***
END OF CHANGE ***

